
The essenTial Guide To  
securiTy awareness TraininG  

and TesTinG (saTT)

Stop End Users Causing Security Incidents

The UK’s premier Security Awareness Training and Testing (SATT) service helps organisations 
build a vigilant, informed and empowered work force ready to stop malicious cyber-attacks.

The consequences of failing to do so go well beyond the bad headlines.

One security incident can lead to lost jobs, substantial legal costs, non-compliance penalties, 
loss of brand reputation, customer loss, and a catastrophic hit on the bottom line.



orGanisaTions usinG saTT
Over 65,000 IT end users worldwide are enrolled on the SATT service, protecting their data, clients and 
reputation. Customers include organisations of all sizes and in all sectors, and all grade the service as 
‘meets or exceeds expectations’ (quarterly satisfaction survey).

our cusToMers say:

For More inForMaTion see: www.cybersecuriTyawareness.co.uk 
or conTacT your preFerred reseller parTner.

“  We’ve recently renewed 
the SATT service for another 
year – as we now have over 
700 extra people on our 
security team!”

“ The simulated phishing attacks 
were very effective and we 
were somewhat alarmed by 
the number of employees that 
clicked on the email link prior 
to training. This information was 
presented back to the staff in 
a statistical format, not naming 
names and significantly increased 
the buy-in to the training, and the 
overall awareness and vigilance 
of the staff.”

“ With our multiple office 
locations and busy workloads, 
the ability to access flexible,  
on-demand training at 
the desktop was a key 
consideration. Once we found 
out the SATT service could 
provide an integrated program 
of training and simulated 
phishing tests, we knew this 
was the right solution for us.”

“  Many companies offer Security 
Awareness Training, however 
the SATT service is certainly the 
best. With unique UK content, 
the training is both relevant and 
engaging. Plus, the combination 
of training and simulated cyber-
attacks, with additional focused 
training as needed, keeps us all 
on our toes.”

“ Our employees all liked the 
training videos as they were 
packed full of UK-content, 
and could be watched 
at their own pace and 
convenience. They are now 
applying this knowledge in 
their day to day jobs.”

“ We’re a business full of highly 
educated people, who often 
think that they won’t be 
caught out by phishing emails. 
Running the initial baseline 
test, where 40% of staff clicked, 
confirmed the need for the 
training and I’m pleased to 
say that the SATT service has 
already made us all more 
aware and vigilant.”

 For clienT conFidenTialiTy, we cannoT publish our cusToMer lisT,  

buT would be happy To share wiTh you, on a one To one basis.



The saTT serVice
 The purpose of the SATT managed service is to stop security incidents. It is only by providing your end users 
with relevant security awareness training and regular testing that you will achieve this goal.

SATT is a fully managed service that is bespoke and tailored to every individual organisation. It takes up 
none of your time or resources, and is guaranteed to make a difference.

securiTy incidenTs are sTopped by haVinG reGular TarGeTed eMails 

senT To all sTaFF, wiTh addiTional More in-depTh TraininG proVided 

aT The deskTop To any Vulnerable users – Those who sTill click on 

poTenTially Malicious links or aTTachMenTs.

The 3 sTaGes oF saTT: 
 The SATT service combats the weakest cyber security link in any organisation – your end users – and is 
delivered in three stages over a 12-month service agreement. The service is fully managed, so there are no 
additional demands on your time.

For More inForMaTion see: www.cybersecuriTyawareness.co.uk 
or conTacT your preFerred reseller parTner.

 sTaGe 1

BASELINE ALL USERS 
 A bespoke, targeted email is  
sent to all users (it’s best you 
don’t tell them this is happening) 
and we report on how many 
users put your security at risk.

This baseline test provides a 
real-world reflection on how 
vulnerable your IT end users  
are, with typical results of 40%  
to 70%.

 sTaGe 3

MONTHLY PHISHING 
(the most important stage)  
At this stage, your users 
receive regular (one per user 
per month) bespoke targeted 
emails. Anyone who clicks is 
identified as a vulnerable user 
and receives additional more 
in-depth (40 min) training. 

This is an essential stage: The 
targeted emails keep staff 
vigilant against cyber-crime 
(no-one wants to be caught 
out). Plus, users identified as 
a continuing security risk to 
your organisation receive the 
additional training they need.

 sTaGe 2

TRAINING 
 All users receive the best available 
security awareness training. The 
training is delivered as a 15-minute 
online video that each user 
watches at their desk, and at their 
own convenience. The training 
covers everything that is relevant 
to modern cyber-crime (a lot more 
than just malicious emails) and how 
not to fall victim to these threats.

The ToTal cosT For The 12 MonTh saTT 

serVice is siGniFicanTly less Than The 

cosT oF jusT one securiTy incidenT.



why you need saTT
 IT Departments may know they need to implement organisation-wide IT User Security Awareness Training, 
but many face internal roadblocks.

To help you, here are the common objections we often hear and the reasons why every organisation 
needs to invest today in results-driven security awareness training and ongoing testing for all employees - 
from the top down.

leT’s sTarT wiTh  
The Financials

 Although you know that employee security 
awareness training is required, there is no specific 
budget available.

And your organisation thinks cyber criminals will 
wait to attack you until after the start of your next 
financial year...

Before training, our baseline tests frequently show 
that 40% to 70% of end users are a security risk. This 
is not a problem to ignore.

Ask us for a quote and we guarantee you will be 
pleasantly surprised at the low investment (in time 
and money) and the immediate measurable 
returns.

You’ll quickly see the benefits of the training and 
testing, over the course of the SATT service, as end 
users become more vigilant and aware of cyber 
security risks.

Do you have budget to cover the cost of just one 
ransomware attack or data breach?

Our customers are rapidly making budget available 
for the SATT service, as the annual cost to train all 
end users and keep them vigilant is far less than just 
one security incident.

It is far better to invest a small amount now and 
be in the best possible situation to prevent future 
attacks. Taking immediate action is far more 
effective and cheaper than the clean-up costs 
and reputation impacts of a security incident.

does TraininG acTually 
sTop end users causinG 
securiTy incidenTs?

 We have found that Security Awareness Training 
makes an immediate difference to end users’ 
behaviour. However, what normally happens 
after completing any training, without continuous 
reinforcement, is that the message is gradually 
forgotten within a few weeks of returning to day to 
day activities.

This is where our fully managed training and testing 
managed service is unique. Our service actually 
stops your end users causing security incidents.

It is only by combining workplace Security 
Awareness Training with ongoing, random test 
phishing emails, supplemented by additional 
targeted training for those who are (still) vulnerable, 
will you build a human firewall. A firewall of vigilant, 
knowledgeable and empowered end users ready 
to protect themselves and your organisation. A 
human firewall ready to thwart potential security 
incidents.

Only our integrated training and testing service will 
help you build a relevant, robust security culture 
that stands the test of time.

For More inForMaTion see: www.cybersecuriTyawareness.co.uk 
or conTacT your preFerred reseller parTner.

The saTT serVice will be The besT (sMall) inVesTMenT you Make 

oVer The nexT 12 MonThs. iT will Make The biGGesT iMpacT in 

ensurinG your repuTaTion, cusToMers, Finances, daTa and iT 

asseTs sTay secure.



our daTa is noT a TarGeT

 Organisations often think that their specific data will 
not be targeted by cyber criminals. Or that they are 
too small to be on the cyber criminals’ radar.

Unfortunately, the facts are simple:

Cyber criminals don’t care what data you have. 
If you become a victim of ransomware and the 
attackers are demanding Bitcoin to let you have 
your data back, it suddenly becomes extremely 
important.

You, your employees, customers, suppliers and the 
organisation as an entity, all have bank accounts 
and IT equipment – which means you are already 
a target and need to take immediate action to 
prevent financial, data and/or reputation loss.

our sTaFF know beTTer

 Like most organisations we expect your users are 
good at not clicking on obvious phishing emails 
(banking etc.) but threats are constantly evolving 
and criminals are using new and advanced 
methods (targeted spear phishing and social 
engineering) to breach organisations. 

With our training and ongoing testing your users will 
be able to spot and stay safe against these ever 
evolving and sophisticated threats.

 our eMployees don’T 
haVe TiMe For phishinG 
TraininG

 The training only takes 15 minutes. We have 
developed the best available security awareness 
training videos (drawing on our cyber security 
expertise) to ensure every end user is trained on the 
latest cyber security threats.

 we are coVered wiTh  
our exisTinG eMail  
and web securiTy

 You are not!

Regardless of your current IT security systems and 
any advanced threat protection methods that you 
are currently using, your end users will always pose 
the biggest risk.

Modern cyber criminals are breaching 
organisations with new and advanced methods. 
Often there is nothing malicious in either the emails 
or the pages they direct to, or they are seemingly 
legitimate emails requesting payments are made.

New websites pop-up, are categorised as 
legitimate sites, and then become infected with 
payload all within days.

At some point (regardless of your IT security 
measures) your end users will be faced with 
something malicious. The only way to not fall victim 
is to provide users with the correct skills and ensure 
they remain vigilant.

 i don’T haVe TiMe For  
This aT The MoMenT

SATT is a fully managed service. There are no 
demands on your time or resources.

Once the order is placed we do everything for you, 
all you do is provide us with a list of all your users’ 
email addresses.

The SATT managed service includes:

•   Researching, creating and sending 12 months of 
targeted, test phishing emails

•   Ongoing reporting on the % of users who are a 
security risk and training status

•   Enrolling your users in the training

•   Chasing users to ensure completion of training

•   Further training enrolment where needed

For More inForMaTion see: www.cybersecuriTyawareness.co.uk 
or conTacT your preFerred reseller parTner.



 plus, The TraininG coVers a GreaT deal More 
Than jusT eMail phishinG ThreaTs:

TOPIc: MOdULES: TOPIc: MOdULES:

Email Security

Phishing Overview

Generic Phishing 

Spear Phishing 

CEO Fraud

Mobile and Wi-Fi

Smishing

Applications

Vishing

BYOD

Wi-Fi

Web Security

Pop-ups

Toolbars

Phishing Websites

HTTP and HTTPS

Suspicious URLs 

Links

Handling  
Sensitive 
Information

Handling Paper  
Based Information

Handling Electronic  
Based Information

Physical

Removable Media

Shoulder Surfing

Leaving Technology  
Unattended

Social Engineering 

ID Badges

Best Practice

Secure Passwords

Keeping Technology  
Up To Date

Email

Web

Physical

Mobile

For More inForMaTion see: www.cybersecuriTyawareness.co.uk 
or conTacT your preFerred reseller parTner.

all TraininG Videos are deliVered aT your end users’ desks, To be 

waTched aT Their conVenience and can be paused and reTurned 

To aT any TiMe. 

15 minutes of training to protect your organisation’s 

reputation, client confidentiality and finances, is all  

that your it end users need to take.



key beneFiTs

 TiMe
The whole SATT service is fully managed, taking up none of your time or resources.

TraininG
 Our service provides the best available security awareness training ensuring every user is trained on 
what is most relevant to modern day cyber security.

ViGilance
 Senior management and employees know the test emails are there to catch them out. This makes and 
keeps them vigilant, meaning they actually apply the skills they have learnt in the training - which is exactly 
what stops security incidents.

bespoke
 Everything is created and personalised for each individual organisation. We approach each organisation 
the same way a cyber-criminal would.

experTise
 We are the experts and have a dedicated SATT team who research and create all the targeted emails, 
and manage the whole service personally for each customer.

library
We have hundreds of templates and real-life examples that we tailor to each organisation.

reporTinG 
 Everything is reported on accurately – opens & clicks, training reports on every user’s status and time spent 
watching the training. Monthly reports showing percentage at risk, any clicks and the training status of 
vulnerable users.

landinG paGes 
 Landing pages that look like the real page (baseline) and “oops you’ve clicked on a phishing email” 
(monthly phishing tests).

Vulnerable users
 Our service highlights vulnerable users, anyone who clicks on a targeted email after training receives 
instant remedial training. This is delivered immediately on the page they just clicked onto: “oops you just 
clicked on a phishing email”, here is what to look out for so you don’t make this mistake again.

addiTional TraininG 
Any vulnerable users are enrolled in specific 40-minute training.

For More inForMaTion see: www.cybersecuriTyawareness.co.uk 
or conTacT your preFerred reseller parTner.

GuaranTee
The SATT service comes with a full money back guarantee if we fail to  
reduce your end users’ susceptibility to phishing attacks within 60 days

For more information see:  
www.cybersecurityawareness.co.uk



The saTT serVice is cosT-eFFecTiVe, requires a relaTiVely shorT 

aMounT oF eMployee TiMe (aT Their desks), and is suiTed To 

orGanisaTions oF all sizes.  

saTT is deliVered by indusTry experTs in iT securiTy and TraininG.

Phishing

Website 
Security

Adverts

Ransomware

Physical 
security

securiTy awareness  
TraininG and TesTinG
Fully managed Security Awareness Training and 

Testing (SATT) will ensure your End Users understand 
the mechanisms behind sophisticated cyber-attacks.

Spam

Spear 
Phishing

Pop ups

Malware

Social 
engineering

For More inForMaTion please conTacT:

deans computer Services PLc 
E: sales@deansplc.co.uk  
T: 01937 541411   
W: www.deansplc.co.uk 


